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DEFINITIONS
As used in the Board’s bylaws and policies and the Executive Director’s

administrative guidelines, the following terms shall have the meaning set forth

below:

Administrative Guideline

A written statement adopted and approved by the Executive Director
which is consistent with Board policy to outline and prescribe
procedures to be used in implementing Board policy.

Apps and Web Services

Apps and web services are software (i.e., computer programs) that
support the interaction of personal communication devices (as
defined in Bylaw 0100, below) over a network or client-server
applications in which the user interface runs in a web browser. Apps
and web services are used to communicate or transfer information
or data that allow students to perform actions or tasks that assist
them in attaining educational achievement goals and objectives,
enable staff to monitor and assess their students' progress, and
allow staff to perform other tasks related to their employment. Apps
and web services also are used to facilitate communication to, from,
and among and between staff, students, and parents.

Board

The Board is the governing body of the Career Center as defined in
I.C. 20-18-2-5.

Bylaw

A rule of the Board for its own governance adopted by a Board vote
at a meeting.
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Certificated Employee

An employee of the Board in a position that requires a license or
permit from the Division of Professional Standards of the Indiana
Department of Education. See Indiana Code 20-29-2-4. The term
includes teachers, and all administrators in positions requiring a
license or permit from the Division of Professional Standards of the
Indiana Department of Education.

Classified Employee

A non-certificated employee as defined in these definitions.
Synonymous with "support" and "non-professional."

Corporation

The Central Nine Career Center.

Due Process

Procedural due process requires an established rule or standard,
notice of facts of an alleged violation and the applicable rule or
standard (accusation), and an opportunity to respond before a
decision is made.

Executive Director

The chief executive officer of the Career Center. The use of the term
includes a delegate unless the law, policy or guideline specifically

prohibits delegation.

Individualized Education Program or IEP

“Individualized education program” or “IEP” means a written
document, developed, reviewed, and revised by the case conference
committee (“CCC”) in accordance with Title 511, Article 7 of the
Indiana Administrative Code that describes the following:

(1) How a student will access the general education curriculum, if
appropriate.
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(2) The special education and related services needed to participate
in the educational environment.

The required components of an IEP are contained in 511 IAC 7-42-6.

A transition IEP is an IEP that is:

(1) developed in accordance with 511 IAC 7-43-4; and

(2) in effect when the student enters into grade 9 or becomes
fourteen (14) vears of age, whichever occurs first, or earlier if
determined appropriate by the CCC.
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Information Resources

The Board defines Information Resources to include any data or
information in electronic, audio-visual or physical form, or any
hardware or software that makes possible the storage and use of
data or information. This definition includes but is not limited to
electronic mail, voice mail, social media, text messages, databases,
CD-ROMs, DVDs, web sites, motion picture film, recorded magnetic
media, photographs, digitized information, or microfilm. This also
includes any equipment, computer facilities, or online services used
in accessing, storing, transmitting or retrieving electronic
communications.

Full Board

All members of the Board.

May

A statement providing that an action is permitted but not required.
Meeting

A gathering of the majority of the members of the Board for the
purpose of taking "official action" on "public business" of the Career
Center. See Indiana Code 5-14-1.5-2(c), (d), and (e).
Non-Certificated Employee

An employee of the Board employed in a position that does not
require a permit or license issued by the Division of Professional
Standards of the Indiana Department of Education. See Indiana

Code 20-29-2-11. Synonymous with "classified employee" and
"support employee".
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Official Action

Board action to receive information, deliberate, make
recommendations, establish policy, make decisions, or take final
action. See Indiana Code 5-14-1.5-2(d).

Parent

The natural or adoptive parent(s) or the party designated by a court
as the legal guardian or custodian of a student. Both parents will be
considered to have equal rights unless a court terminates or
otherwise limits parental rights.

Personal Communication Devices

Personal communication devices (“PCDs”) include computers,
laptops, tablets, e-readers, cellular or mobile phones, smartphones,
and/or other web-enabled devices of any type.

Policy

A general, written statement approved by the Board which defines
its expectations or position on a particular matter and authorizes
appropriate action that must or may be taken to establish and/or
maintain those expectations.

President

The chief executive officer of the Governing Board (or Education) (see
Bylaw 0170).
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Principal

A professional employee who is assigned to be the educational leader
and head administrator of the Career Center. The term is
synonymous with the building administrator in charge of a facility.
The use of the term includes a delegate unless the law, policy or
guideline specifically prohibits delegation. “Vice Principal” or
“Assistant Principal” means an administrator assisting a Principal
with the performance of all or a portion of the duties assigned to the
Principal.

Professional Employee or Professional Staff Member

An employee of the Board in a position that requires a license or
permit from the Division of Professional Standards of the Indiana
Department of Education. See Indiana Code 20-29-2-4. The term
includes teachers, and all administrators in positions requiring a
license or permit from the Department of Professional Standards of
the Indiana Department of Education. Synonymous with
"certificated employee."

Public Business

The performance by the Board of a function upon which it is
specifically authorized to take official action, or not statutorily
prohibited from performing. See Indiana Code 5-14-1.5-2(e),
Indiana Code 20-26-3, and Indiana Code 20-26-5-4.

Relative
The mother, father, sister, brother, spouse, child, parent of spouse,

grandparents, grandchild, or dependent residing in the immediate
household of a person.
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Secretary

An officer of the Governing Board is responsible for preparation of
minutes of Board meetings and custody of the Records of the Board
(see Bylaw 0170).

Shall

Expressing non-discretionary required action or action, synonymous
with “will” or “must”.

Student

A person who is officially enrolled in a school or program of the
Career Center.

Support Employee

A non-certificated employee as the term is used in Indiana Code 20-
29-2-11, and as defined in these definitions.

Teacher

A professional person whose position in a school corporation
requires certain educational preparation and licensing and whose
primary responsibility is the instruction of students. The term
includes a Executive Director who holds a license under I.C. 20-28-
S5, a principal, a teacher, a librarian, and a school counselor. See
I.C. 20-18-2-2220-282-22
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Technology Resources

The Board defines Technology Resources to include computers,
laptops, tablets, e-readers, cellular or mobile telephones,
smartphones, web-enabled devices, video and/or audio recording
equipment, SLR and DSLR cameras, projectors, software and
operating systems that work on any device, copy machines, printers
and scanners, information storage devices (including mobile or
portable storage devices, such as external hard drives, CDs, DVDs,
USB thumb drives and memory chips), the computer network,
Internet connection, and online educational services and apps.

Vice-President

The Vice-President of the Governing Board (see Bylaw 0170).

Voting

An action by which a member of the Board indicates approval or
rejection of a motion by a Board member that has been seconded by
another Board member at a meeting convened in compliance with all
applicable laws including the Indiana Open Door Law (Indiana Code

5-14-1.5). Also see Bylaw 0167.1.

Using Citations to Indiana and Federal Statutes, Rules and Cases

Citations to Indiana Law, Rules and Court Decisions

Citations to the Indiana Code are shown as I.C. or Ind. Code. The numbers which
follow I.C. or Ind. Code separated by a hyphen state the title, article, chapter,
section, and subsection of an Indiana statute. So Ind. Code 5-14-1.5-6.1(a) is found
at title 5, article 14, chapter 1.5, section 6.1, subsection (a).

Citations to the Indiana Administrative Code (“IAC” or "[.A.C.") are prefaced by a title
and followed by an article, rule, and section number. So 511 [.A.C. 6-5-1 identifies
title 511, article 6, rule 5, section 1.
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Citations to Indiana cases begin with a citation to a volume and page in Thompson
West Northeast Reporter Series. So a citation to 545 N.E.2d 341 (Ind. 1997) is a cite
to volume 545, page 341 of the Northeast Reporter, Second Series. The “(Ind. 1997)”
tells the reader the case cited is an Indiana Supreme Court decision issued in 1997.

Citations to Federal Laws, Rules and Court Decisions

Citations to the United States Code ("USC" or "U.S.C.") are preceded by a title
number and followed by a section number. So 20 USC 1232g refers to title 20 of the
United States Code section 1232g.

Citations to the Code of Federal Regulations ("C.F.R." or "CFR") are identified by a
citation similar to the Indiana Administrative Code. The citation to the title precedes
CFR, and the section number follows.

Federal cases are cited in much the same way as Indiana cases. Trial court
decisions are reported in the Federal Supplement as "F. Supp." followed by the
series number, such as "F. Supp.2d" for the second series of the Federal
Supplement. Appellate decisions are published in the Federal Reporter, which is
now in its third series. Citations in both the Federal Supplement and the Federal
Reporter follow the same format. A volume number precedes the name of the
volume, and a page number in that volume follows the volume number. So a cite to
406 F.3d 500 (7t Cir. 2005) directs the reader to volume 406 of the Federal Reporter
Third Series, page 500. The (7t Cir. 2005) tells the reader that the case was issued
by the Seventh Circuit Court of Appeals in 2005.

Adopted 10/8/09
Revised 1/8/15
Revised 9/10/15
Revised 3/10/16
Revised 3/9/17

| © NEOLA 20162017
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REPLACEMENT POLICY - TECHNOLOGY UPDATE - PHASE III - MAY 2017

PERSONAL COMMUNICATION DEVICES

“Personal communication devices” (PCDs) as used in this policy are defined in
Bylaw 0100).

PCDs intended and actually used for instructional purposes (e.g., taking notes,
recording classroom lectures, writing papers) will be permitted, as approved by the
classroom teacher or the building principal. However, the use of a PCD to engage in
non-education-related communications is expressly prohibited.

Students may not use PCDs on school property or at a school-sponsored activity to
access and/or view Internet websites that are otherwise blocked to students at
school.

Students may use PCDs while riding on a school bus or Board-provided vehicle
during school-sponsored activities, at the discretion of the bus driver, classroom
teacher, or sponsor/advisor/coach. Distracting behavior that creates an unsafe
environment will not be tolerated.

Except as authorized by a teacher, administrator or IEP team/case conference
committee (“CCC”), students are prohibited from using PCDs during the school day,
including while off-campus on a field trip, to capture, record and/or transmit the
words or sounds (i.e., audio) and/or images (i.e., pictures/video) of any student,
staff member or other person. Using a PCD to capture, record and/or transmit
audio and/or pictures/video of an individual without proper consent is considered
an invasion of privacy and is not permitted. Students who violate this provision
and/or use a PCD to violate the privacy rights of another person may have their PCD
confiscated and held until the end of the school day, and may be directed to delete
the audio and/or picture/video file while the parent/guardian is present. If the
violation involves potentially illegal activity, the confiscated-PCD may be turned over
to law enforcement.

PCDs, including but not limited to those with cameras, may not be activated or
utilized at any time in any school situation where a reasonable expectation of
personal privacy exists. These locations and circumstances include, but are not
limited to, classrooms, except as authorized by a teacher, locker rooms, shower
facilities, rest/bathrooms, and any other areas where students or others may
change clothes or be in any stage or degree of disrobing or changing clothes. The
Executive Director and building principals are authorized to determine other specific
locations and situations where use of a PCD is absolutely prohibited.
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Students shall have no expectation of confidentiality with respect to their use of
PCDs on school premises/property.

Students may not use a PCD in any way that reasonably might create in the mind of
another person an impression of being threatened, humiliated, harassed,
embarrassed or intimidated. See Policy 5517.01 — Bullying and Other Forms of
Aggressive Behavior. In particular, students are prohibited from using PCDs to: (1)
transmit material that is threatening, obscene, disruptive, or sexually explicit or that
can be construed as harassment or disparagement of others based upon their race,
color, national origin, sex (including sexual orientation/transgender identity),
disability, age, religion, ancestry, or political beliefs; and (2) engage in "sexting" - i.e.,
sending, receiving, sharing, viewing, or possessing pictures, text messages, e-mails
or other materials of a sexual nature in electronic or any other form. Violation of
these prohibitions shall result in disciplinary action. Furthermore, such actions will
be reported to local law enforcement and child protection services as required by
law.

Students also are prohibited from using a PCD to capture, record, and/or transmit
test information or any other information in a manner constituting fraud, theft,
cheating, or academic dishonesty. Likewise, students are prohibited from using
PCDs to receive such information.

Possession of a PCD by a student at school during school hours and/or during
extra-curricular activities is a privilege that may be forfeited by any student who
fails to abide by the terms of this policy, or otherwise abuses this privilege.

Violations of this policy may result in disciplinary action and/or confiscation of the
PCD. The building principal also will refer the matter to law enforcement or child
protection services if the violation involves an illegal activity (e.g., child pornography,
sexting). Discipline will be imposed on an escalating scale ranging from a warning
to an expulsion based on the number of previous violations and/or the nature of or
circumstances surrounding a particular violation. If the PCD is confiscated, it will
be released/returned to the student's parent/guardian after the student complies
with any other disciplinary consequences that are imposed unless the violation
involves potentially illegal activity, in which case the PCD may be turned over to law
enforcement. A confiscated device will be marked in a removable manner with the
student's name and held in a secure location in the building's central office until it
is retrieved by the parent/guardian or turned over to law enforcement. School
officials will not search or otherwise tamper with PCDs in Career Center custody
unless they reasonably suspect that the search is required to discover evidence of a
violation of the law or other school rules. Any search will be conducted in
accordance with Policy 5771 — Search and Seizure. If multiple offenses occur, a
student may lose his/her privilege to bring a PCD to school for a designated length
of time or on a permanent basis.
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A person who discovers a student using a PCD in violation of this policy is required
to report the violation to the building principal.

Students are personally and solely responsible for the care and security of their
PCDs. The Board assumes no responsibility for theft, loss, or damage to, or misuse

or unauthorized use of, PCDs brought onto its property.

Parents/Guardians are advised that the best way to get in touch with their child
during the school day is by calling the school office.

© NEOLA 2017
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NEW POLICY - TECHNOLOGY UPDATE - PHASE III - MAY 2017

TECHNOLOGY RESOURCES AND OTHER ELECTRONIC EQUIPMENT

While in some instances the possession and use of Technology Resources (as defined
in Bylaw 0100) and other electronic equipment or devices by a student at school
may be appropriate, the possession and use of such Technology Resources and
other equipment or devices by students at school also may have the effect of
distracting, disrupting and/or intimidating others in the school environment and
leading to opportunities for academic dishonesty and other disruptions of the
educational process.

Students may use the following Technology Resources and other -electronic
equipment/devices during instructional time for an educational or instructional
purpose (e.g. taking notes, recording a class lecture, writing papers) with the
teacher's permission and supervision and may use these Technology Resources and
other electronic equipment during non-instructional time, provided such use is
consistent with Policy 7540.03 Student Acceptable Use and Safety:

a. cameras (photographic and/or video)
b. laptops

C. tablets (e.g., iPad-like devices)

d. smartphones
e. e-readers (e.g., Kindle-like devices)
f. personal digital assistants (PDAs)

g. portable CD/MP3 players with headphones

Students may use the following Technology Resources and other electronic
equipment/devices while riding on a school bus or Board-provided vehicle during
school-sponsored activities if approved by the student’s IEP team/CCC or at the
discretion of the bus driver, classroom teacher, sponsor/advisor/coach, building
principal:

a. cameras (photographic and/or video)

b. laptops
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C. tablets (e.g., iPad-like devices)

d. smartphones
e. e-readers (e.g., Kindle-like devices)
f. personal digital assistants (PDAs)

g. portable CD/MP3 players with headphones
h. electronic games/toys
Distracting behavior that creates an unsafe environment will not be tolerated.

The preceding prohibitions do not apply to Career Center-owned and issued laptops,
tablets, e-readers, PDAs, or authorized assistive technology devices.

Students are prohibited from using Technology Resources and other electronic
equipment or devices in a manner that may be physically harmful to another person
(e.g., shining a laser in the eyes of another student). Further, at no time may any
Technology Resources or other electronic equipment/device be utilized by a student
in a way that might reasonably create in the mind of another person an
impression of being threatened, humiliated, harassed, embarrassed, or intimidated.
See Policy 5517.01 - Bullying and Other Forms of Aggressive Behavior. In
particular, students are prohibited from using Technology Resources, a camera, or
other electronic equipment/device to: (1) transmit material that is threatening,
obscene, disruptive, or sexually explicit or that can be construed as harassment or
disparagement of others based upon their race, national origin, sex (including
transgender identity, sexual orientation, and gender identity), age, disability,
religion, or political beliefs; and (2) send, share, view or possess pictures, text
messages, e-mails or other materials of a sexual nature (i.e., sexting) in electronic or
any other form. Violation of these prohibitions shall result in disciplinary action.

Furthermore, such actions will be reported to local law enforcement and child
protection services as required by law.
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Students are prohibited from using Technology Resources and other electronic
equipment/devices to capture, record or transmit test information or any other
information in a manner constituting fraud, theft, or academic dishonesty.
Similarly, students are prohibited from using Technology Resources and other
electronic equipment and devices to capture, record or transmit the words (i.e.
audio) and/or images (i.e. pictures/video) of any student, staff member or other
person in the school or while attending a school-related activity, without express
prior notice and explicit consent for the capture and/or recording of such words or
images. Using Technology Resources or other electronic equipment/devices to
capture, record or transmit audio and/or pictures/video of an individual without
his/her consent is considered an invasion of privacy and is not permitted, unless
authorized by the building principal. Technology Resources and other electronic
equipment/devices are expressly banned from and may not be possessed, activated,
or utilized at any time in any school situation where a reasonable expectation of
personal privacy exists. These locations and circumstances include but are not
limited to locker rooms, shower facilities, restrooms, classrooms, except as approved
by the student’s IEP team/CCC, and any other areas where students or others may
change clothes or be in any stage or degree of disrobing or changing clothes. The
building principal has authority to make determinations as to other specific
locations and situations where possession of a camera or other electronic
equipment/device is absolutely prohibited.

Unauthorized Technology Resources and other electronic equipment and devices will
be confiscated from the student by school personnel and disciplinary action taken.

Any Technology Resources or other electronic equipment/device confiscated by
Career Center staff will be marked in a removable manner with the student's name
and held in a secure location in the building's central office until it is retrieved by
the parent/guardian. Technology Resources or other electronic equipment/devices
in Career Center custody will not be searched or otherwise tampered with unless
school officials reasonably suspect that the search is required to discover evidence of
a violation of the law or other school rules (e.g., a student is observed using a
camera in a prohibited area). Any search will be conducted in accordance with
Policy 5771 — Search and Seizure.

Students are personally and solely responsible for the care and security of any
Technology Resources and other electronic equipment or devices they bring to
school. The Board assumes no responsibility for theft, loss, damage, or vandalism
to electronic equipment and devices brought onto its property, or the unauthorized
use of such devices.

© NEOLA 2017
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USE OF MEDICATIONS

The Governing Board shall not be responsible for the diagnosis and treatment of
student illness. The administration of prescribed medication and/or
medically-prescribed treatments to a student during school hours will be permitted
only when failure to do so would jeopardize the health of the student, the student
would not be able to attend school if the medication or treatment were not made
available during school hours, or the child is disabled and requires medication to
benefit from his/her educational program.

For purposes of this policy, "medication" shall include all medicines including those
prescribed by a physician and any nonprescribed (over-the-counter) drugs,
preparations, and/or remedies. "Treatment" refers both to the manner in which a
medication is administered and to health-care procedures which require special
training, such as catheterization or intravenous or intramuscular injection.

Before any prescribed medication or treatment may be administered to any student
during school hours, the Board shall require the written prescription from the
child's physician accompanied by the written authorization of the parent
(see Form 5330 F1). This document shall be kept on file in the Student Services
oOffice-ef the Exeecutive Direetor, and made available to the persons authorized to
administer medication or treatment. The prescription must be in its original
container, labeled with the student’s name and the exact dosage. At no time is the
school to administer a dosage other than that authorized by the physician’s
prescription.

Both must also authorize any self-medication by the student. In addition, the
physician's statement authorizing self-medication must include the information set
forth in Policy 5330.01 - Self-Administered Medication.

Before any nonprescribed medication or treatment may be administered, the Board
shall require the prior written consent of the parent (see Form 5330 Fla and
Form 5330 F1b). These documents shall be kept in the Student Services eOffice-ef
the Executive Direetor. Except in the case of authorized self-medication, all forms of
medication shall be administered by the Corporation in accordance with the
Executive Director's guidelines. No student is allowed to provide or sell any type of
over-the-counter medication to another student.

Violations of this rule will be considered violations of Policy 5530 — Drug Prevention
and of the Student Code of Conduct/Student Discipline Code.
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Students who may require administration of an emergency medication may have
such medication stored in the ExeeutiveDireetorStudent Services's office and
administered in accord with this policy. However, if authorization (Form 5330 F3)
for self-medication has been provided by the parent and physician which complies
with the requirements of Policy 5330.01 - Self-Administered Medication, then the
student may retain possession of the self-administered medications.

School employees may administer auto-injectable epinephrine obtained via a
prescription written for the school or Corporation by a health care provider who is
licensed in Indiana and whose scope of practice includes the prescribing of
medication if the following are met:

A. The school employee has voluntarily received training in:
1. recognizing anaphylaxis;
2. the proper administration of auto-injectable epinephrine;

by a health care provider who is licensed or certified in Indiana, for
whom the administration of auto-injectable epinephrine is within
the health care provider's scope of practice, who has received
training in the administration of auto-injectable epinephrine, and
who is knowledgeable in recognizing the symptoms of anaphylaxis
and the administration of auto-injectable epinephrine.

B. The individual to whom the epinephrine is being administered is:
1. a student at the school;
2. a member of school personnel; or
3. a visitor at the school.

Medication that is possessed by a school for administration during school hours or
at school functions, for students in grades K-8 may be released only to the student's
parent or to an individual who is eighteen (18) years of age or older and who has
been designated, in writing, by the student's parent to receive the medication.

A school may send home medication that is possessed by the school for
administration during school hours or at school functions with a student in grades
9-12, if the student's parent provides written permission for the student to receive
the medication.
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The Executive Director shall prepare administrative guidelines, as needed, to
address the proper implementation of this policy.

I.C. 20-33-8-12

I.C. 20-34-3-18

[.C. 20-34-4.5-1 et seq.
I.C. 34-30-12

511 IAC 7-21-8

Adopted 1/14/10
Revised 1/8/15

| © NEOLA-2014 2017
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NEW POLICY - VOL. 29, NO. 2

APPROVAL OF CONTRACTS

All contracts obligating the Career Center or the Board, whether written or oral, and
however named (contract, agreement, amended contract, amended agreement,
memorandum of understanding, lease, note, etc.) shall be approved by the Board.
Contracts not approved by the Board shall be considered null and void.

The following contracts shall be reviewed by legal counsel before Board approval:

A. any contract requiring an Opinion of Counsel as a condition of
closing a lease, bond, tax warrant, or similar transaction; and

B. any contract waiving any legal rights of the Corporation or the
Board.

Please note that contracts, with limited exceptions such as contracts requiring more
than a year to perform or involving the purchase or lease of real estate, may be
written or oral. An oral contract may be formed by an offer (by the vendor or the
Corporation), and acceptance (by the Corporation or the vendor). This policy applies
to both written and oral contracts.

I.C. 20-26-4-8
I.C. 20-26-5
I.C. 32-21-1-1

© NEOLA 2017
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REPLACEMENT POLICY - TECHNOLOGY UPDATE - PHASE III - MAY 2017

STUDENT TECHNOLOGY ACCEPTABLE USE AND SAFETY

Technology has fundamentally altered the ways in which information is accessed,
communicated, and transferred in society. As a result, educators are continually
adapting their means and methods of instruction, and the way they approach
student learning, to incorporate the vast, diverse, and unique resources available
through the Internet. The Governing Board provides Technology Resources (as
defined in Bylaw 0100) to support the educational and professional needs of its
students and staff. With respect to students, Career Center Technology Resources
afford them the opportunity to acquire the skills and knowledge to learn effectively
and live productively in a digital world. The Board provides students with access to
the Internet for limited educational purposes only and utilizes online educational
services/apps to enhance the instruction delivered to its students. The Career
Center's computer network and Internet system do not serve as a public access
service or a public forum, and the Board imposes reasonable restrictions on its use
consistent with its limited educational purpose.

The Board regulates the use of Career Center Technology Resources by principles
consistent with applicable local, State, and Federal laws, the Career Center's
educational mission, and articulated expectations of student conduct as delineated
in the Student Code of Conduct. This policy, its related administrative guidelines
and the Student Code of Conduct govern students’ use of Career Center Technology
Resources and students' personal communication devices when they are connected
to the Career Center computer network, Internet connection, and/or online
educational services/apps, or when used while the student is on Career Center-
owned property or at a Career Center-sponsored activity (see Policy 5136).

Users are prohibited from engaging in actions that are illegal (such as libel, slander,
vandalism, harassment, theft, plagiarism, inappropriate access, and the like) or
unkind (such as personal attacks, invasion of privacy, injurious comment, and the
like) when using Career Center Technology Resources. Because its Technology
Resources are not unlimited, the Board also has instituted restrictions aimed at
preserving these resources, such as placing limits on use of bandwidth, storage
space, and printers.
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Users have no right or expectation to privacy when using Career Center Technology
Resources (including, but not limited to, privacy in the content of their personal
files, e-mails, and records of their online activity when using the Career Center’s
computer network and/or Internet connection).

First, the Career Center may not be able to limit access technologically, through its
Technology Resources to only those services and resources that have been
authorized for the purpose of instruction, study and research related to the
curriculum. Unlike in the past, when educators and community members had the
opportunity to review and screen materials to assess their appropriateness for
supporting and enriching the curriculum according to adopted guidelines and
reasonable selection criteria (taking into account the varied instructional needs,
learning styles, abilities, and developmental levels of the students who would be
exposed to them), access to the Internet, because it serves as a gateway to any
publicly available file server in the world, opens classrooms and students to
electronic information resources that may not have been screened by educators for
use by students of various ages.

Pursuant to Federal law, the Board has implemented technology protection
measures that protect against (e.g., filter or block) access to visual
displays/depictions/materials that are obscene, constitute child pornography,
and/or are harmful to minors, as defined by the Children’s Internet Protection Act.
At the discretion of the Board or the Executive Director, the technology protection
measures may be configured to protect against access to other material considered
inappropriate for students to access. The Board also utilizes software and/or
hardware to monitor online activity of students to restrict access to child
pornography and other material that is obscene, objectionable, inappropriate and/or
harmful to minors. The technology protection measures may not be disabled at any
time that students may be using the Career Center Technology Resources if such
disabling will cease to protect against access to materials that are prohibited under
the Children’s Internet Protection Act. Any student who attempts to disable the
technology protection measures will be subject to discipline.
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The Executive Director or Technology Director may temporarily or permanently
unblock access to websites or online education services/apps containing appropriate
material, if access to such sites has been blocked inappropriately by the technology
protection measures. The determination of whether material is appropriate or
inappropriate shall be based on the content of the material and the intended use of
the material, not on the protection actions of the technology protection measures.

Parents/Guardians are advised that a determined user may be able to gain access to
services and/or resources on the Internet that the Board has not authorized for
educational purposes. In fact, it is impossible to guarantee students will not gain
access through the Internet to information and communications that they and/or
their parents may find inappropriate, offensive, objectionable or controversial.
Parents of minors are responsible for setting and conveying the standards that their
children should follow when using the Internet.

Pursuant to Federal law, students shall receive education about the following:

A. safety and security while using e-mail, chat rooms, social media,
and other forms of direct electronic communications

B. the dangers inherent with the online disclosure of personally
identifiable information

C. the consequences of unauthorized access (e.g., "hacking",
"harvesting", "digital piracy”, “data mining”, etc.), cyberbullying, and
other unlawful or inappropriate activities by students online

D. unauthorized disclosure, use, and dissemination of personally
identifiable information regarding minors

Staff members shall provide instruction for their students regarding the appropriate
use of technology and online safety and security as specified above. Furthermore,
staff members will monitor the online activities of students while at school.

Monitoring may include, but is not necessarily limited to, visual observations of
online activities during class sessions or use of specific monitoring tools to review
browser history and network, server, and computer logs.
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Building principals are responsible for providing training so that Ed-Tech users
under their supervision are knowledgeable about this policy and its accompanying
guidelines. The Board expects that staff members will provide guidance and
instruction to students in the appropriate use of Career Center Technology
Resources. Such training shall include, but not be limited to, education concerning
appropriate online behavior, including interacting with other individuals on social
media and in chat rooms, and cyberbullying awareness and response. Users of
Career Center Technology Resources (and their parents if they are minors) are
required to sign a written agreement to abide by the terms and conditions of this
policy and its accompanying guidelines.

Students will be assigned a school email account that they are required to utilize for
all school-related electronic communications, including those to staff members,
peers, and individuals and/or organizations outside the Career Center with whom
they are communicating for school-related projects and assignments. Further, as
directed and authorized by their teachers, they shall use their school-assigned email
account when signing up/registering for access to various online educational
services, including mobile applications/apps that will be utilized by the student for
educational purposes.

Students are responsible for good behavior when using Career Center Technology
Resources - i.e., behavior comparable to that expected of students when they are in
classrooms, in school hallways, on other school premises and at school sponsored
events. Communications on Education Technology are often public in nature.
General school rules for behavior and communication apply. The Career Center
does not approve any use of its Technology Resources that is not authorized by or
conducted strictly in compliance with this policy and its accompanying guidelines.

Students may use Career Center Technology Resources to access or use social media
only if it is done for educational purposes in accordance with their teacher’s
approved plan for such use.
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Users who disregard this policy and its accompanying guidelines may have their use
privileges suspended or revoked, and disciplinary action taken against them. Users
are personally responsible and liable both civilly and criminally, for uses of
Technology Resources that are not authorized by this Policy and its accompanying
guidelines.

The Board designates the Executive Director and Technology Director as the
administrator(s) responsible for initiating, implementing, and enforcing this Policy
and its accompanying guidelines as they apply to students' use of Career Center
Technology Resources.

P.L. 106-554 (2000), Children's Internet Protection Act of 2000

47 U.S.C. 254(h), (1), Communications Act of 1934, as amended (2003)

18 U.S.C. 1460

18 U.S.C. 2246

18 U.S.C. 2256

20 U.S.C. 6301 et seq., Part F, Elementary and Secondary Education Act of 1965, as
amended (2003)

20 U.S.C. 6777, 9134 (2003)

47 C.F.R. 54.500 - 54.523

© NEoLA 2017
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REPLACEMENT POLICY - TECHNOLOGY UPDATE - PHASE III - MAY 2017

STAFF TECHNOLOGY ACCEPTABLE USE AND SAFETY

Technology has fundamentally altered the ways in which information is accessed,
communicated, and transferred in society. As a result, educators are continually
adapting their means and methods of instruction, and the way they approach
student learning, to incorporate the vast, diverse, and unique resources available
through the Internet. The Governing Board provides Technology Resources and
Information Resources (as defined by Bylaw 0100) to support the educational and
professional needs of its staff and students. The Board provides staff with access to
the Internet for limited educational purposes only and utilizes online educational
services/apps to enhance the instruction delivered to its students and to facilitate
the staff’'s work. The Career Center’s computer network and Internet system do not
serve as a public access service or a public forum, and the Board imposes
reasonable restrictions on its use consistent with its limited educational purpose.

The Board regulates the use of Career Center Technology Resources and Information
Resources by principles consistent with applicable local, State, and Federal laws,
and the Career Center’s educational mission. This policy, its related administrative
guidelines and any applicable employment contracts and collective bargaining
agreements govern the staffs’ use of the Career Center’s Technology Resources and
Information Resources and staff’s personal communication devices when they are
connected to the Career Center’s computer network, Internet connection and/or
online educational services/apps, or when used while the staff member is on Career
Center-owned property or at a Career Center-sponsored activity (see Policy 7530.02).

Users are prohibited from engaging in actions that are illegal (such as libel, slander,
vandalism, harassment, theft, plagiarism, inappropriate access, and the like) or
unkind (such as personal attacks, invasion of privacy, injurious comment, and the
like) when using Career Center Technology Resources and Information Resources.
Because its Technology Resources are not unlimited, the Board also has instituted
restrictions aimed at preserving these resources, such as placing limits on use of
bandwidth, storage space, and printers.
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Users have no right or expectation to privacy when using Career Center Technology
Resources and Information Resources (including, but not limited to, privacy in the
content of their personal files, e-mails, and records of their online activity when
using the Career Center's computer network and/or Internet connection).

Staff members are expected to utilize Career Center Technology Resources and
Information Resources to promote educational excellence in our schools by providing
students with the opportunity to develop the resource sharing, innovation, and
communication skills and tools that are essential to both life and work. The Board
encourages the faculty to develop the appropriate skills necessary to effectively
access, analyze, evaluate, and utilize these resources in enriching educational
activities. The instructional use of the Internet and online educational services will
be guided by Board Policy 2520 - Selection of Instructional Materials and
Equipment.

The Internet is a global information and communication network that provides
students and staff with access to up-to-date, highly relevant information that will
enhance their learning and the education process. Further, Career Center
Technology Resources provide students and staff with the opportunity to
communicate with other people from throughout the world. Access to such an
incredible quantity of information and resources brings with it, however, certain
unique challenges and responsibilities.

The Career Center may not be able to limit access technologically through its
Technology Resources to only those services and resources that have been
authorized for the purpose of instruction, study and research related to the
curriculum. Unlike in the past, when educators and community members had the
opportunity to review and screen materials to assess their appropriateness for
supporting and enriching the curriculum according to adopted guidelines and
reasonable selection criteria (taking into account the varied instructional needs,
learning styles, abilities, and developmental levels of the students who would be
exposed to them), access to the Internet, because it serves as a gateway to any
publicly available file server in the world, opens classrooms and students to
electronic information resources which may not have been screened by educators for
use by students of various ages.
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Pursuant to Federal law, the Career Center has implemented technology protection
measures that protect against (e.g., filter or block) access to visual
displays/depictions/materials that are obscene, constitute child pornography,
and/or are harmful to minors, as defined by the Children’s Internet Protection Act.
At the discretion of the Board or Executive Director, the technology protection
measures may be configured to protect against access to other material considered
inappropriate for students to access. The Board also utilizes software and/or
hardware to monitor online activity of students to restrict access to child
pornography and other material that is obscene, objectionable, inappropriate and/or
harmful to minors. The technology protection measures may not be disabled at any
time that students may be using Career Center Technology Resources if such
disabling will cease to protect against access to materials that are prohibited under
the Children’s Internet Protection Act. Any staff member who attempts to disable
the technology protection measures without express written consent of an
appropriate administrator will be subject to disciplinary action, up to and including
termination.

The Executive Director or Technology Director may temporarily or permanently
unblock access to websites or online educational services/apps containing
appropriate material, if access to such sites has been blocked inappropriately by the
technology protection measures. The determination of whether material is
appropriate or inappropriate shall be based on the content of the material and the
intended use of the material, not on the protection actions of the technology
protection measures. The Executive Director or Technology Director may also
disable the technology protection measures to enable access for bona fide research
or other lawful purposes.

Staff members will participate in professional development programs in accordance
with the provisions of law and this policy. Training shall include:

A. the safety and security of students while using e-mail, chat rooms,
social media, and other forms of direct electronic communications;

B. the inherent danger of students disclosing personally identifiable
information online;

C. the consequences of unauthorized access (e.g., "hacking",
"harvesting", "digital piracy", “data mining”, etc.), cyberbullying and
other unlawful or inappropriate activities by students online; and
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D. unauthorized disclosure, use, and dissemination of personally
identifiable information regarding minors.

Furthermore, staff members shall provide instruction for their students regarding
the appropriate use of technology and online safety and security and specified
above, and staff members will monitor students’ online activities while at school.

Monitoring may include, but is not necessarily limited to, visual observations of
online activities during class sessions; or use of specific monitoring tools to review
browser history and network, server, and computer logs.

The disclosure of personally identifiable information about students online is
prohibited.

Building principals are responsible for providing training so that users under their
supervision are knowledgeable about this policy and its accompanying guidelines.
The Board expects that staff members will provide guidance and instruction to
students in the appropriate use of the Career Center Technology Resources. All
users of Career Center Technology Resources are required to sign a written
agreement to abide by the terms and conditions of this policy and its accompanying
guidelines.

Staff will be assigned a school email address that they are required to utilize for all
school-related electronic communications, including those to students, parents, and
other staff members.

With prior approval from the Executive Director or Technology Director, staff may
direct students who have been issued school-assigned email accounts to use those
accounts when signing-up/registering for access to various online educational
services, including mobile applications/apps that will be utilized by the students for
educational purposes under the teacher’s supervision.
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Staff members are responsible for good behavior on Career Center Technology and
Information Resources, i.e., behavior comparable to that expected when they are in
classrooms, in school hallways, on other school premises and at school-sponsored
events. Communications on Education Technology are often public in nature. The
Board does not approve any use of its Technology Resources and Information
Resources that is not authorized by or conducted strictly in compliance with this
policy and its accompanying guidelines.

Staff members may use Career Center Technology Resources to access or use social
media only if it is done for Career Center educational or business-related purposes.

General school rules for behavior and communication apply.

Users who disregard this policy and its accompanying guidelines may have their use
privileges suspended or revoked, and disciplinary action taken against them. Users
are personally responsible and liable, both civilly and criminally, for uses of
Technology Resources not authorized by this Board Policy and its accompanying
guidelines.

The Board designates the Executive Director and the Technology Director as the
administrators responsible for initiating, implementing, and enforcing this policy
and its accompanying guidelines as they apply to staff members' use of Career
Center Technology and Information Resources.
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Social Media Use

An employee’s personal or private use of social media may have unintended
consequences. While the Board respects its employees’ First Amendment rights,
those rights do not include permission to post inflammatory comments related to
matters of private concern that could compromise the Career Center’s mission,
undermine staff relationships, or cause a substantial disruption to the school
environment. This warning includes staff members’ online conduct that occurs off
school property including from the employee’s private computer. Postings to social
media should be done in a manner sensitive to the staff member’s professional
responsibilities.

In addition, Federal and State confidentiality laws forbid schools and their
employees from using or disclosing student education records without parent
consent (see Board Policy 8330). Education records include a wide variety of
information, and posting personally identifiable information about students is not
permitted. Staff members who violate State and Federal confidentiality laws or
privacy laws related to the disclosure of confidential student or employee
information may be disciplined.

Nothing in this policy is intended to interfere with any school employee’s rights
under applicable law with respect to union organizing or collective bargaining.

P.L. 106-554 (2000), Children's Internet Protection Act

47 U.S.C. 254(h), (1), Communications Act of 1934, as amended (2003)

18 U.S.C. 1460

18 U.S.C. 2246

18 U.S.C. 2256

20 U.S.C. 6301 et seq., Part F, Elementary and Secondary Education Act of 1965,
as amended (2003)

20 U.S.C. 6777, 9134 (2003)

47 C.F.R. 54.500 - 54.523

© NEOLA 2017
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NEW POLICY - TECHNOLOGY UPDATE - PHASE III - MAY 2017

CAREER CENTER-ISSUED STAFF E-MAIL ACCOUNT

Staff

The Governing Board is committed to the effective use of electronic mail ("e-mail") by
all Career Center staff and Board members in the conduct of their official duties.
This policy and any corresponding guidelines are intended to establish a framework
for the proper use of e-mail for conducting official business and communicating with
colleagues, students, parents and community members.

When available, the Career Center's e-mail system must be used by employees for
any official Career Center e-mail communications. Personal e-mail accounts on
providers other than the Career Center's e-mail system may be blocked at any time
if concerns for network security, SPAM, or virus protection arise. Career Center
staff are expected to exercise reasonable judgment and prudence and take
appropriate precautions to prevent viruses from entering the Career Center's
network when opening or forwarding any e-mails or attachments to e-mails that
originate from unknown sources.

Career Center staff shall not send or forward mass e-mails, even if the e-mails
concern Career Center business, without prior approval of the Principal.

Career Center staff may join list servs or other e-mail services (e.g. RSS feeds) that
pertain to their responsibilities in the Career Center.

Staff members are encouraged to keep their inbox and folders organized by regularly
reviewing e-mail messages, appropriately saving e-mails that constitute a
public record or student record and e-mails that are subject to a litigation hold (see
Policy 8315 - Information Management), and purging all other e-mails that have
been read.

Staff members are prohibited from using school email (or school time) to promote
any referendum after the resolution is passed or any political candidates.

Nothing in this policy is intended to interfere with any school employee’s rights
under applicable law with respect to union organizing or collective bargaining.
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Public Records

The Career Center complies with all Federal and State laws pertaining to electronic
mail. Accordingly, e-mails written by or sent to Career Center staff and Board
members may be public records if their content concerns Career Center business or
education records if their content includes personally identifiable information about
a student. E-mails that are public records are subject to retention and disclosure,
upon request, in accordance with Policy 8310 — Public Records. E-mails that are
student records must be maintained pursuant to Policy 8330 — Student Records.
Finally e-mails may constitute electronically stored information ("ESI") that may be
subject to a litigation hold pursuant to Policy 8315 — Information Management.

State and Federal law exempt certain documents and information within documents
from disclosure, no matter what their form. Therefore, certain e-mails may be
exempt from disclosure or it may be necessary to redact certain content in the
e-mails before the e-mails are released pursuant to a public records request, the
request of a parent or eligible student to review education records, or a duly served
discovery request involving ESI.

E-mails written by or sent to Career Center staff and Board members by means of
their private e-mail account may be public records if the content of the e-mails
concerns Career Center business or education records if their content includes
personally identifiable information about a student. Consequently, staff shall
comply with a Career Center request to produce copies of e-mail in their possession
that are either public records or education records or that constitute ESI that is
subject to a litigation hold, even if such records reside on a computer owned by an
individual staff member or are accessed through an e-mail account not controlled by
the Career Center.

Retention

Pursuant to State and Federal law, e-mails that are public records or education
records and e-mails that are subject to a litigation hold shall be retained.

The Career Center maintains archives of all e-mails sent and/or received by users of
the Career Center's e-mail service. Staff members are required to forward copies of
any e-mails received in their personal e-mail account(s) not affiliated with the Career
Center server to their Career Center e-mail account so that these records also are
archived for future retrieval, if necessary.
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Unauthorized E-mail

The Board does not authorize the use of its Technology Resources, including its
computer network ("network"), to accept, transmit, or distribute unsolicited bulk e-
mail sent through the Internet to network e-mail accounts. In addition, Internet e-
mail sent, or caused to be sent, to or through the network that makes use of or
contains invalid or forged headers, invalid or nonexistent domain names, or other
means of deceptive addressing will be deemed to be counterfeit. Any attempt to
send or cause such counterfeit e-mail to be sent to or through the network is
unauthorized. Similarly, e-mail that is relayed from any third party's e-mail servers
without the permission of that third party, or which employs similar techniques to
hide or obscure the source of the e-mail, is also an unauthorized use of the network.
The Board does not authorize the harvesting or collection of network e-mail
addresses for the purposes of sending unsolicited e-mail. The Board reserves the
right to take all legal and technical steps available to prevent unsolicited bulk e-mail
or other unauthorized e-mail from entering, utilizing, or remaining within the
network. Nothing in this policy is intended to grant any right to transmit or send e-
mail to, or through, the network. The Board's failure to enforce this policy in every
instance in which it might have application does not amount to a waiver of its rights.

Unauthorized use of the network in connection with the transmission of unsolicited
bulk e-mail, including the transmission of counterfeit e-mail, may result in civil and
criminal penalties against the sender and/or possible disciplinary action.

Authorized Use and Training

Pursuant to Policy 7540.04, staff and Board members using the Career Center's e-
mail system shall acknowledge their review of, and intent to comply with, the Board
policy on acceptable use and safety by signing and submitting Form 7540.04 F1
annually.

Furthermore, staff members using the Career Center's e-mail system shall
satisfactorily complete training on student internet safety, including use of email,
pursuant to Policy 7540.04 and regarding the proper use and retention of e-mail
annually.

© NEoOLA 2017
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NEW POLICY - TECHNOLOGY UPDATE - PHASE III

CAREER CENTER-ISSUED STUDENT E-MAIL ACCOUNT

Students assigned a Career Center-issued email account are required to utilize it for
all school-related electronic communications, including those to staff members and
individuals and/or organizations outside the Career Center with whom they are
communicating for school-related projects and assignments. Further, as directed
and authorized by their teachers, they shall use their assigned Career Center-issued
email account when signing-up/registering for access to various online educational
services, including mobile applications/apps that will be utilized by the student for
educational purposes.

This policy and any corresponding guidelines serve to establish a framework for
students’ proper use of e-mail as an educational tool.

Personal e-mail accounts on providers other than the Career Center's e-mail system
may be blocked at any time if concerns for network security, SPAM, or virus
protection arise. Students are expected to exercise reasonable judgment and
prudence and take appropriate precautions to prevent viruses from entering the
Career Center's network when opening or forwarding any e-mails or attachments to
e-mails that originate from unknown sources.

Students shall not send or forward mass e-mails, even if educationally-related,
without prior approval of their classroom teacher, or the Principal.

Students may join list servs or other e-mail services (e.g., RSS feeds) that pertain to
academic work.

Students are encouraged to keep their inbox and folders organized by regularly
reviewing e-mail messages and purging e-mails once they are read and no longer
needed for school.
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Unauthorized E-mail

The Governing Board does not authorize the use of its Technology Resources,
including its computer network ("network"), to accept, transmit, or distribute
unsolicited bulk e-mail sent through the Internet to network e-mail accounts. In
addition, Internet e-mail sent, or caused to be sent, to or through the network that
makes use of or contains invalid or forged headers, invalid or non-existent domain
names, or other means of deceptive addressing will be deemed to be counterfeit.
Any attempt to send or cause such counterfeit e-mail to be sent to or through the
network is unauthorized. Similarly, e-mail that is relayed from any third party's e-
mail servers without the permission of that third party, or which employs similar
techniques to hide or obscure the source of the e-mail, is also an unauthorized use
of the network. The Board does not authorize the harvesting or collection of network
e-mail addresses for the purposes of sending unsolicited e-mail. The Board reserves
the right to take all legal and technical steps available to prevent unsolicited bulk e-
mail or other unauthorized e-mail from entering, utilizing, or remaining within the
network. Nothing in this policy is intended to grant any right to transmit or send e-
mail to, or through, the network. The Board's failure to enforce this policy in every
instance in which it might have application does not amount to a waiver of its rights.

Unauthorized use of the network in connection with the transmission of unsolicited
bulk e-mail, including the transmission of counterfeit e-mail, may result in civil and

criminal penalties against the sender and/or possible disciplinary action.

Authorized Use and Training

Pursuant to Policy 7540.03, students using the Career Center's e-mail system shall
acknowledge their review of, and intent to comply with, the Career Center's policy on
acceptable use and safety by signing and submitting Form 7540.03 F1 annually.

Furthermore, students using the Career Center's e-mail system shall satisfactorily

complete training, pursuant to Policy 7540.03, regarding the proper use of e-mail
annually.

© NEOLA 2017
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NEW POLICY - TECHNOLOGY UPDATE - PHASE II - MAY 2017

CONTINUITY OF ORGANIZATIONAL OPERATIONS PLAN

The Continuity of Organizational Operations Plan (COOP) provides the School Career
Center with the capability of conducting its essential operations under all threats
and conditions with or without warning. Having a plan to recover from any type of
disaster regardless of the severity and consequences of the emergency is critical to
recovery of operations and can minimize the impact on the Career Center’s teaching
and learning, personnel, facilities, technology, transportation, and other functional
resources.

Scope of the Continuity Plan

The primary objective of the COOP is to restore the Career Center’s critical
operational functions and the learning environment as quickly as possible after a
crisis or threat event has occurred. A COOP contains critical and sensitive
information that is confidential and exempt from public disclosure.

Planning for the continuity of operations of a school system in the aftermath of a
disaster is a complex task. The current changing threat environment and recent
emergencies, including acts of nature, accidents, technological emergencies, and
terrorist attacks and threats, have increased the need for viable continuity
capabilities and plans that enable the Career Center to resume and continue the
essential functions in an all-hazards environment across a full spectrum of
emergencies. Such conditions have increased the importance of having continuity
plans in place that provide stability of essential functions across the various levels of
public government and private enterprises.

The planning and development of continuity of an organizational operations plan, as
well as the ongoing review and revision of such a plan, is important for the overall
Career Center.
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The Career Center plan describes how the Career Center will respond as a total
organization to a given emergency and describes the centralized resources and how
they will be organized to implement command and control necessary to function
during the life cycle of the event. Individual school and departmental plans contain
the details related to the continuity plan for those specific sites and functional areas
to prepare for an event, communicate throughout the duration of an event, assess
the impact of an event on essential functions in the unit, respond to the event, and
detail what will be done to recover from the event.

Preparation for, response to, and recovery from a disaster affecting administrative,
educational, and support functions of the Career Center’s operations requires the
cooperative efforts of external organizations, in partnership with the functional areas
supporting the business of the Career Center. This includes local government
agencies, law enforcement, emergency management, medical services, and vendors
necessary to Career Center operations. The COOP outlines and coordinates all
efforts by the Career Center in cooperation with other local and State agencies and
businesses to restore the essential functions of the Career Center to the larger local
community post-disaster.

The Executive Director shall recommend the COOP for Board review and approval;
however, the COOP shall be considered a confidential document not subject to
release under State public records laws and accordingly no copies shall be provided
for public review during the adoption process.

© NEOLA 2017
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NEW POLICY - TECHNOLOGY UPDATE - PHASE II - MAY 2017

INFORMATION SECURITY

The Career Center collects, classifies, and retains data/information from and about
students, staff, vendors/contractors, and other individuals, about programs and
initiatives undertaken by the school system, and about and related to the business
of the Career Center. This information may be in hard copy or digital format, and
may be stored in the Career Center or offsite with a third party provider.

Protecting Career Center data/information is of paramount importance. Information
security requires everyone’s active participation to keep the Career Center’s
data/information secure. This includes Board members, staff members/employees,
students, parents, contractors/vendors, and visitors who use Career Center
Technology and Information Resources.

Individuals who are granted access to data/information collected and retained by
the Career Center must follow established procedures so that the information is
protected and preserved. Board members, administrators, and all Career Center
staff members, as well as contractors, vendors, and their employees, granted access
to data/ information retained by the Career Center are required to certify annually
that they shall comply with the established information security protocols pertaining
to Career Center data/information. Further, all individuals granted access to Career
Center Confidential Data/Information retained by the Career Center must certify
annually that they will comply with the information security protocols pertaining to
Confidential Data/Information. Completing the appropriate section of the Staff
Technology Acceptable Use and Safety form shall provide this certification.

All Board members, staff members/employees, students, contractors/vendors, and
visitors who have access to Board-owned or managed data/information must
maintain the security of that data/information and the Career Center Technology
Resources on which it is stored.

If an individual has any questions concerning whether this policy and/or its related
administrative guidelines apply to him/her or how they apply to him/her, the
individual should contact the Career Center’s Technology Director or Information
Technology Department/Office.
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The Board authorizes the Executive Director to develop administrative guidelines
that set forth the internal controls necessary to provide for the collection,
classification, retention, access, and security of Career Center Data/Information.
Further, the Executive Director is authorized to develop procedures that would be
implemented in the event of an unauthorized release of data/information. These
procedures shall comply with the Career Center’s legal requirements if such a
breach of personally-identifiable information occurs.

The Executive Director shall require the participation of staff members in
appropriate training related to the internal controls pertaining to the
data/information that they collect, to which they have access, and for which they
would be responsible for the security protocols.

Third-party contractors/vendors who require access to Career Center Confidential
Data/Information will be informed of relevant Board policies that govern access to
and use of Career Center Information Resources, including the duty to safeguard the
confidentiality of such data/information.

Failure to adhere to this Policy and its related administrative guidelines (“AGs”) may
put Career Center data/information at risk. Employees who violate this policy
and/or the administrative guidelines promulgated consistent with this policy may
have disciplinary consequences imposed, up to and including termination of
employment, and/or referral to law enforcement. Students who violate this Policy
and/or AGs will be referred to the Career Center’s disciplinary system and/or law
enforcement. Contractors/vendors who violate this Policy and/or AGs may face
termination of their business relationships with and/or legal action by the Career
Center. Parents and visitors who violate this Policy and/or AGs may be denied
access to Career Center Technology Resources.

The Executive Director shall conduct a periodic assessment of risk related to the
access to and security of the data/information retained by the Career Center, as well
as the viability of the Continuity of Organizational Operations Plan developed
pursuant to Policy 8300.

© NEOLA 2017
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STUDENT RECORDS

In order to provide appropriate educational services and programming, the Board
must collect, retain, and wuse information about individual students.
Simultaneously, the Board recognizes the need to safeguard student's privacy and
restrict access to student’s personally identifiable information.

Student "personally identifiable information" ("PII") includes, but is not limited to:
the student's name; the name of the student's parent or other family members; the
address of the student or student's family; a personal identifier, such as the
student's social security number, student number, or biometric record; other
indirect identifiers, such as the student's date of birth, place of birth, and mother's
maiden name; other information that, alone or in combination, is linked or linkable
to a specific student that would allow a reasonable person in the school community,
who does not have personal knowledge of the relevant circumstances, to identify the
student with reasonable certainty; or information requested by a person who the
Career Center reasonably believes knows the identity of the student to whom the
education record relates.

A social security number of a student contained in the records of the Career Center
may be disclosed if the record is specifically required by a State or a Federal Statute
or is ordered by a court under the rules of discovery.

Personally identifiable information concerning students shall be protected against
theft, unauthorized access, alteration, disclosure, misuse, or invasion of privacy.
Unless specifically authorized by the Executive Director or produced pursuant to a
request under the Indiana Access to Public Records Act, personally identifiable
information concerning students shall not be left unprotected, shared or transferred
from Career Center records to any place not within the control of the Career Center.
This includes any laptop computer or portable storage medium.
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The Board is responsible for maintaining records of all students attending seheels in
this Career Center. A student’s official high school transcript is maintained at the
sending high schools. The Career Center agrees to transfer the following records

1nformat1on to the sendmg hlgh schools I—H—adel%}en—te—reee%és—m&r}dated—b%t—he

A. attendance records

B. final semester grades

BC. any secondary level and postsecondary level certificates of
achievement earned by the student

©

any dual credit courses taken at the Career Center

The Board also authorizes the collection of other student information including, but
not limited to:

A. observations and ratings of individual students by professional staff
members acting within their sphere of competency;

B. samples of student work;

C. information obtained from professionally acceptable standard
instruments of measurement such as:

1. interest inventories and aptitude tests,
2. vocational preference inventories,

3. achievement tests,

4, standardized intelligence tests,

o

verified reports of serious or recurrent behavior patterns;
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E psychological tests;
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In all cases, permitted, narrative information in student records shall be
objectively-based on the personal observation or knowledge of the originator.

Student records shall be available only to students and their parents, eligible
students, designated school officials and designated school personnel, who have a
legitimate educational interest in the information, or to other individuals or
organizations as permitted by law.

The term “parents” includes legal guardians or other persons standing in loco
parentis (such as a grandparent or stepparent with whom the child lives, or a person
who is legally responsible for the welfare of the child). The term “eligible student”
includes any student who is eighteen (18) years of age or older, or who is enrolled in
a postsecondary institution regardless of his/her age.

In situations in which a student has both a custodial and a noncustodial parent,
both shall have access to the student's educational records unless stated otherwise
by court order. In the case of an eligible student, that is a student who is
eighteen (18) years of age or older, parents will be allowed access to the records
without the student's consent, provided the student is considered a dependent
under Section 152 of the Internal Revenue Code.

A "school official" is a person employed by the Board as an administrator,
supervisor, teacher/instructor (including substitutes), school psychologist,
therapist, or support staff member (including health or medical staff and law
enforcement unit personnel); and a person serving on the Board. The Board further
designates the following individuals and entities as "school officials" for purposes of
FERPA:

A. persons or companies with whom the Board has contracted to
perform a specific task (such as an attorney, auditor, insurance
representative, or medical consultant)

B. school psychologists, whether employed by a special education
cooperative, joint services organization, or an outside contractor, for
purposes of the referral, evaluation and identification of students
suspected to have a disability



policy

GOVERNING BOARD OPERATIONS
CENTRAL NINE CAREER CENTER 8330/page 5 of 17
C. contractors, consultants, volunteers or other parties to whom the

Board has outsourced a service or function otherwise performed by
Board employees (e.g. a therapist, authorized information technology
(IT) staff, and approved online educational service providers)

The above-identified the outside parties must (a) perform institutional services or
functions for which the Board would otherwise use its employees, (b) be under the
direct control of the Board with respect to the use and maintenance of education
records, and (c) be subject to the requirements of 34 C.F.R. 99.33(a) governing the
use and re-disclosure of PII from education records.

Finally, a parent or student serving on an official committee, such as a disciplinary
or grievance committee, or assisting another school official in performing his/her
tasks (including volunteers) is also considered a "school official" for purposes of
FERPA provided s/he meets the above-referenced criteria applicable to other outside
parties. "Designated school personnel” could include, but not be limited to agents of
an insurance carrier providing a defense to the Career Center or its employees or
agents.

"Legitimate educational interest" shall be defined as a "direct or delegated
responsibility for helping the student achieve one (1) or more of the educational
goals of the Career Center" or if the record is necessary in order for the designated
school personnel official to perform an administrative, supervisory or instructional
task for the Career Center or to perform a service or benefit for the student or the
student’s family. The Board directs that reasonable and appropriate methods
(including but not limited to physical and/or technological access controls) are
utilized to control access to student records and to make certain that school officials
obtain access to only those education records in which they have legitimate
educational interest.
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The Board authorizes the administration to:

A.

|

forward student records including disciplinary records with respect
to suspensions and expulsions upon request to a private or public
school or school Career Center in which a student of this Career
Center seeks or intends to enroll, or is instructed to enroll, on a
full-time or part-time basis, upon condition that:

1. a reasonable attempt is made to notify the student's parent or
eligible student of the transfer (unless the disclosure is
initiated by the parent or eligible student; or the Board's
annual notification — Form 8330 F9 - includes a notice that
the Board will forward education records to other agencies or
institutions that have requested the records and in which the
student seeks or intends to enroll or is already enrolled so
long as the disclosure is for purposes related to the student's
enrollment or transfer);

2. the parent or eligible student, upon request, receives a copy
of the record; and

3. the parent or eligible student, upon request, has an
opportunity for a hearing to challenge the content of the
record;

forward student records, including disciplinary records with respect
to suspensions and expulsions, upon request to a public school or
school corporation in which a student in foster care is enrolled.
Such records shall be transferred within one (1) school day of the
enrolling school’s request.

provide "personally-identifiable" information to appropriate parties,
including parents of an eligible student, whose knowledge of the
information is necessary to protect the health or safety of the
student or other individuals, if there is an articulable and significant
threat to the health or safety of a student or other individuals,
considering the totality of the circumstances;

request each person or party requesting access to a student's record
to abide by the Federal regulations concerning the disclosure of
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BE. report a crime committed by a child to appropriate authorities, and,

with respect to reporting a crime committed by a student with a
disability, to transmit copies of the student's special education and
disciplinary records to the authorities for their consideration;

disclose personally identifiable information from education records,
without consent, to organizations conducting studies "for, or on
behalf of' the Career Center for purposes of developing, validating or
administering predictive tests, administering student aid programs,
or improving instruction,;

Information disclosed under this exception must be protected so
that students and parents cannot be personally identified by anyone
other than representative(s) of the organization conducting the
study, and must be destroyed when no longer needed for the study.
In order to release information under this provision, the Career
Center will enter into a written agreement with the recipient
organization that specifies the purpose of the study. (See
Form 8330 F14) Further, the following personally identifiable
information will not be disclosed to any entity: a student or his/her
family member's social security number(s); religion; political party
affiliation; voting history; or biometric information.

While the disclosure of personally identifiable information (other
than social security numbers, religion, political party affiliation,
voting record, or biometric information) is allowed wunder this
exception, it is recommended that de-identified information be used
whenever possible. This reduces the risk of unauthorized
disclosure.
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EG. disclose personally identifiable information from education records

without consent, to authorized representatives of the Comptroller
General, the Attorney General, and the Secretary of Education, as
well as state and local educational authorities. The disclosed
records must be used to audit or evaluate a federal or state
supported education program, or to enforce or comply with federal
requirements related to those education programs. A written
agreement between the parties is required under this exception (see
Form 8330 F16).

The Career Center will verify that the authorized representative
complies with FERPA regulations.

disclose or report educational records to a State or local juvenile
agency when the disclosure or reporting relates to the ability of the
juvenile justice system to serve, before adjudication, the student
whose records are being released; and the juvenile justice agency
receiving the information certifies, in writing, that the agency or
individual receiving the information has agreed not to disclose it to a
third party, other than other juvenile justice agency, without the
consent of the child's parent, guardian, or custodian.

A disclosure or reporting of educational records concerning a child
who has been adjudicated as a delinquent child shall be treated as
related to the ability of the juvenile justice system to serve the child
before adjudication if the agency provides documentation to the
Career Center that the agency seeks the information in order to
identify and intervene with the child as a juvenile at risk of
delinquency rather than to obtain information solely related to the
supervision of the child as an adjudicated delinquent child.

The juvenile court may grant a school access to all or a portion of the juvenile court
records of a child who is a student at the school if the Executive Director submits a
written request establishing that the juvenile court records are necessary for the
school to serve the educational needs of the child whose records are requested or to
protect the safety or health of a student, an employee, or a volunteer at the school.
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The school shall keep the records confidential. However, the confidentiality order
does not prohibit the school from forwarding the juvenile records to another school
or a person if a parent, guardian, or custodian of the child consents to the release of
the juvenile court records to the person.

The Career Center will comply with a legitimate request for access to a student's
records within a reasonable period of time but not more than forty-five (45) days
after receiving the request or within such shorter period as may be applicable to
students with disabilities. Upon the request of the viewer, a record shall be
reproduced, unless said record is copyrighted, and the viewer may be charged a fee
equivalent to the cost of handling and reproduction. Based upon reasonable
requests, viewers of education records will receive explanation and interpretation of
the records.

The Career Center shall maintain a record of those persons to whom information
about a student has been disclosed. Such disclosure records will indicate the
student, person viewing the record, information disclosed, date of disclosure, and
date parental/eligible student consent was obtained (if required).

Only "directory information" regarding a student shall be released to any person or
party, other than the student or his/her parent, without the written consent of the
parent; or, if the student is an eligible student, the written consent of the student,
except those persons or parties stipulated by the Career Center's policy and
administrative guidelines and/or those specified in the law.

DIRECTORY INFORMATION

As a program of the sending school corporations, Central Nine Career Center does
not maintain Directory Information. Entities requesting such information should
consult with the corresponding school districts, as well as their respective policies.
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Violation of this Policy

As provided for by State law, an employee or agent of the Board:

A.

who knowingly or intentionally discloses information classified as
confidential by this policy commits a Class A infraction;

who intentionally, knowingly, or recklessly discloses or fails to
protect information classified as confidential by this policy may be
disciplined or terminated.



policy

GOVERNING BOARD OPERATIONS
CENTRAL NINE CAREER CENTER 8330/page 17 of 17

Additionally, State law provides that a person who recklessly, knowingly, or
intentionally destroys or damages any public record commits a Level 6 felony unless
the destruction is pursuant to a record retention scheduled adopted by the County
Public Records Commission.

I.C. 5-14-3-3(f)

I.C. 5-14-3-4(a)(12)

I.C. 5-14-3-4(c)

I.C. 5-14-3-10

I.C. 5-15-6-8

I.C. 20-32-4-12

I.C. 20-33-2-13

[.C. 20-33-7-1 et seq.kEG20-33—+F1-etsee
LC20-33-10-2

I.C. 31-39-2-13.8

511 LLA.C. 7-38-1 et seq.

26 U.S.C. 152

Family Educational Rights and Privacy Act of 1974, 20 U.S.C. 1232g
Individuals with Disabilities Education Improvement Act, 20 U.S.C. 1400 et seq.
20 U.S.C. 7165(b)

20 U.S.C. 7908

34 C.F.R. Part 99

Adopted 1/14/10
Revised 9/13/12
Revised 1/8/15
Revised 3/10/16
Revised 3/9/17

| © NEOLA 20162017
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NEW POLICY - VOL. 29, NO. 2

AUTHORIZATION FOR AUDIO, VIDEO, AND DIGITAL RECORDING

The Governing Board believes that the education of children is a joint responsibility,
one it shares with the parents and other members of the school community. The
Board realizes it has the responsibility of protecting the rights of students in keeping
and sharing student records and maintaining the confidentiality of personally
identifiable student information under the Family Educational Rights and Privacy
Act and State law.

Any person wishing to make any audio, video or digital recording or other recording
by electronic means on school premises, with the exceptions listed below, shall
obtain the permission of the Building Principal prior to any recording.

Exceptions:

Any audio, video or digital recording authorized pursuant to Board Policy 2410 -
Audio, Video, and Digital Recording of Meetings is not subject to additional
authorization requirements under this policy.

The requirements of this policy shall not be interpreted to conflict with the
provisions of Policy 5136 - Personal Communication Devices as it pertains to
recordings. Nor shall the requirements of this policy be interpreted to extend to
school-sponsored public events, where there can be no expectation of privacy. A
school-sponsored public event is any school-related activity, whether free or at
which an admission fee is charged, that members of the public may attend. These
include but are not limited to athletic competition, plays, musical performances,
awards ceremonies, and graduation. See Policy 9160 - Public Attendance at School
Events for additional information about restrictions on recording at such events.

I.C. 20-33-7
Family Educational Rights and Privacy Act, 20 U.S.C. 1232g and 34 C.F.R. Part 99

© NEoOLA 2017
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